promulgating a final rule.?¢ If the costs of compliance are too high; if compliance will
preciude the introduction of new services; if the proposed standard caﬁnot adequately protect
privacy; then the Commission is authorized under Section 107(b) to reject the proffered
capabilities. The result is that industry would not have to meet the capability requirement in
order to have "safe harbor." By contrast, under Section 109, if the Commission finds that
compliance is not reasonably achievable, carriers will be deemed in compliance unless the
Attorney General agrees to pay the incremental costs necessary to make compliance
achievable.

The Carﬁcr Associations urge the Commission to conduct a thorough inquiry into the
costs and impacts of CALEA compliance before finalizing its rule. Manufacturers will not

want to develop hardware and software for CALEA compliance only to find that the cost is

too much, they cannot make it available at a reasonable charge, and carriers are seeking relief

at the Commission. Accordingly, the Commission should begin a reasonably achievable
inquiry as part of this rulemaking; otherwise, it certainly will be faced with reasonablie
achievability petitions later, the determination of which will only further delay CALEA
implementation and increase costs 10 all concerned. .

VL. CONCLUSION

The Carrier Associations urge the Commission to decide the legal issues asﬁociated
with capability as soon as practicable after notice and comment. The Commission should
remand to TR45.2 any revisions in the standard that are necessary as a result of this
rulemaking so that voluntary compliance can be achieved in the most cost-effective manner.

CALEA compliance should be suspended during this rulemaking and an industry-wide

36 Section 107(b) requires the Commission's final rule to (1) meet the assistance capability
requirements of section 103 by cost-effective methods: (2) protect the privacy and security of
communications not authorized to be intercepted: (3) minimize the cost of such compliance on
residential ratepayers: and (4) serve the policy of the United States to encourage the provision of new
technologies and services to the public. 47 U.S.C. § 1006(b)(1)-(4).

[24647-0007/DA980990.071) -16-



extension should be granted immediately. Finally, the Commission should commence an
inquiry into whether compliance for pre-standard installed or deployed hardware and software
will be reasonably achievable. -

Dated: April 9, 1998

Respectfully submitted,

By /bt &"4‘*‘/ b
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| SUMMARY

Both the Center for Democracy and Technology and the Department of Justice recently
filed petitions pursuant to the Cimmunications Assistance for Law Enforcement Act of 1994
(“CALEA™), challenging the inctustry “safe harbor™ standard (J-STD-025) as deficient

* TIA respestfully requests the Commission to act promply on both petitions and

immediately initiate a rulemaking to resolve these challenges. Manuﬁcnm currently are
devoting enormous engineering resources to build the equipment and software to mest J.STD-
025, The existencs of these M— seeking, alternatively, dramatic expansion and
contration of the standard -- hus created great uncertainty about whether manufacturers will
have to modify their solutions. To avoid unnecessary waste of time, engineering resources and
lost opportunity costs, as well is to avoid further delays in impiementing CALEA, manufacturers
are in need of immediate guidance from the Commission.

Becsuse, sven on an axpedited basis, the Commission's substantive determination may

" not be completed for several months, TIA hereby requests that the Commission:

first, immediatsly anncunce, at the beginning of its nulemaking, that enforcement of
CALEAissmmdﬁdundl&:&mnﬁsbnimiuﬁwW

second, establish, also at the beginning of its rulemaking, a reasansble compliance
schadule ofnlmzcmnth‘s-ﬁormnufactm and carriers to develop, install and test the
software and eqmpment necessary o impiement the Commission'’s final decision;

third, establish an expedited schedule for addressing these challenges; and

fourth, should the Coinmission derermine that J-STD-02S is deficient, remand any
technical standardizstion work to TR-45.2.

9E/p'd 2BPTON ' .
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TIA weicaomes the Comsaission's resolution of this difficult dispute and bopes thata
prompt solution will be passible.

off»
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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20854

In the Matter of

Under Section 1006
of the Communications Act of
1934, as amended, and Section 107
of the Communications Assistance
for Lew Enforcement Act to Resoive
Teshnical Issues and Establish
a New Compliancs Schedule

To: The Commission

Daoacket No.

(S RN LA A A A a4

PETITION FOR RULEMAKING

I the last several days both the Center for Democracy and Technology (“CDT™) and the
- U.S. Department of Justice have filad petitions pursuant 10 the Communications Assistance for
Law Enforcement Act of 1994 (“CALEA™),' asking the Commission to declare deficient the
industry “safe harbor™ standard (3-STD-025)* jointly promuigated by petitioner, the

: Communications Assistancs for Law Eﬁfmmm Act, Pub. L. 103414, 108 Star. 4279 (1994),
- sodified gt 47 USC § 1001 g3 3880, ,

2 mrmmm(mﬂmmmeumoﬂ
STD-02S to the Cammission staff for sheir use in this and reiated prossedings.- TIA requests that the Coramission,
ts &k has done in the past, see, €.g. 47 CF.R. § L1JON0X4) and 47 CFR. § 68317, ruspect the intellectual proparty
nﬂofmmmauunrmmmumwmmm
the guidanes af Offiee of Management zad Budgst Circular A« 19, Federa! Parricipation in the Development and
Use of Volunary Consensus Siandards and in Corormily Assessmens Activiites, €3 Fed, Rag. 8548, { 6j (Feb. 19,
lm)(m-c&hsthsmm “sheuld reference voluntary conssnsis standasds, along with sousces of availsmlity

Mmamwm . 1fa voluntssy standard is used

umwmuwmm.c«mmmmmmmmmdmmmm
and any similar obligations. ). .
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Tcleconuuummons I.ndmy Association (“TIA™),? and Commintee T-1, which is sponsored by
the Alliance for Telecommmcmm Industry Solunons.

Pursuant to section 107(bX(S) of CA.LEA and section 1.401 of the Commission's Rules,
47 C.F.R. § 1.401, T1A hereby respectfully requests the Comsmission to commence the requested
mm:mmlnlem;dhpmumwmmmmu
unde:inclusive (as argued by law enforcement) or overinclusive (as urged by privacy
advocates).* TIA also urges the Commission to announce, pursuant to the explicit authority
granted to it under CALEA section 107(b)(5), that mmm:mren shouid suspend development of
capabilities to meet J-STD-025 during the pendency of this rulemaking and 1o establish a
reasonable compliance scheduls of at least 24 months from the Commission’s final
datermination.

L. latroduction |

On March 26, 1998, the Center fot Democracy and Technology filed a petition, pursuant
t0 sections 107(b) and 109(b) of CALEA. ssking that the Commission initiate & rulemaking to
review the industry “safe barbor™ standard, J-STD-025. The CDT contends that two provisions

3 m-.mmmw«mmmuwmmmm

conununications and information technolegy products, matetials, systams, disributions services and
services in the United Siases and around the world, mamwmmwsw:m
("ANSI") w0 issue standards for the indusery.

¢ Sectivn 1.403 of the Commission's Rulss, 47 C.F.R. § 1.403, provides for natiee and opporunity

for comment in respomse 10 petitiens for rviemeking filed under Section §.401. See also Sections 1.40S end 1.407,
47 CF.R 8§ 1.405 and 1.407. 1n view of the urgent niesd for the Commission to rescive these uniguely tme-
seasitive and iasportant isasues and to essblioh & aew complianse schadule under section 107(0XS) of CALEA., TIA
requests that the Commission proseed direstly to issusnes of a Netes of Proposed Rulsmnaking in response w0 this
Paution for Rulemaking. Autherity for sush sstion is sonmined ia Section 1 3 of the Rules, 47C.FR § 1.3, and
Section 4()) of the Communications Act of 1934, a1 amended, 47 US.C. § 154(0).
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of 1-STD-025 regarding “location” and “packet dsta” exceed the scope of CALEA and,
therefore, render the mndaxd deficient. The CDT also wges the Comsmission to “re;ecc any
request by the FB{ or other agencies to further expand the surveillance capsbilities ofthe
Natian's telecommunications systams™ and o *“‘find sompliance with the assistance capability
requirements not reasonably achievable for equipment, facilities and services installed or
deployed after January 1, 1995, and indefinitely delay implementation of the statute, while
industry develops 8 narrowly focmed standard.”

" On March 27, 1998, the Department of Justice andtheFedeuleoflnvesugannn
(“FBI™ filed a similar petition, contending that J-STD-02S is deficient because it fails to include
nine additional surveillance features (colloquially known as the “punchlist™) that industry and the
privacy community had determined exceed the scope of CALEA. The Commission should act
on both petitions and immediately initiate a rulemaking to resolve these challenges and avoid
further delay of impiementation of CALEA. ;

The industry standard represeats 2 good-faith effort by industry to balance society’s
competing interests in preserving individual privacy, wschnological innovation and public safery.

‘Neverthejess, the ongoing dispute over whether J-STD-025 is consistent with CALEA’s

 tequirements has dslayed implementation of the Act by more than two years. Accordingly, TIA
welcomes the Commission’s resolution of this prolonged dispute.

- It is importsnt that the Commission act promptly on the pending petitions, especially in
providing manufacturers with immadiate guidance regarding their compliance obligations, As
the Commission is aware, manufacturers are devoting snormous caginsering resources to build
the equiﬁment and software to meet J.STD-02S. Software engineers at several manufacnurers are

-3-"
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l@mﬂyuzﬂymmﬁemﬁnﬁonh:soﬁmmmgmnmuymmmmmgfj.
STD-025. The existence of these challenges to J-STD-025 - seeking, altematively, dramic
exnnu@mnandconut:ﬁﬁﬁ:ﬁ%ﬁeQunuhrd—-hnscnunadgm:uxnm:n:knylbcutWh@duu
magufscturers mnuwmmdifyd:maolunom To avoid unnecessary waste of time,
enanﬂunnngraunnceslndlnutop@:uunniyccsukasvnulasnnavouifunhzrdzhum1u;nunnngtho
CWMWMWmcwmmmMminmedof
xnunedumeguuhnce!hnnthethnnnnsnan "

Because, even on an expedited basis, the Commissicn's substantive determination may
nothe;omplmdforuvuﬂmths(ormnbytheoanberzs. 1998 compliance date), TIA
mmmm&MouMwlymmthofiawq:'l)am
enforcement of CALEA is suspended during the pendency of the rulemaking (as CDT has
suggested) and 2) that manufacturers and cazriers will have a reasonable compliance schedule of
at least 24 months to develop, install and test the software and equipment necessary to implement
the Commission's final decision. Otherwise, manufacturers will coatinue to have to devote
scarce engineering resources to a solution thas the Commission may subtaquently modify.

Inaddmcn.nAmommdnhnmeCummonadmasthethumqwd.m
expeduzdmlmhngonmemhmceofmempcmons. Ahhnughthscpeuuonsconcm
complicated technical and legal issues, TIA is hopeful that 2 comment schedule similar to that in
the Commission's recent Notice of Propossd Rulemaking (30-day comment period and 30-day
teply period) will be sufBicient.

Finally, as a further mesns of expediting this process. Tﬁwmm:ﬁn-'-ifm
Comemission does determine thas J-STD-025 is deficient  ts Commission identify the specific

.‘.
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capabilities it bslisves are required by CALEA and consider remanding any detatled, technical
standardization work to Subcommittee TR<45.2 (the TIA standards group that initially developed
J.STD-025 in cooperation with Committee T-1). This division of lsbor would permit the
Commission to focus its resources on the legal question of whether J-STD-025 must be modified
without having to develop the necessary implementing techaical specifications. It would alco
allow TR-45.2 to ensure that any modified standard is consistent with existing industry protocals
and capable of actual implementation.

I[I. The Commission Immediately Should Suspend Enforcement of CALEA During the
' Pendency of Its Rulemaking

The Commission immediately should suspend enforcemen of CALEA during the
pendency of its rulemaking.’ In section 107, Congress clearly saticipated the problems that
would arise if the FB1 did not agree with an industry standard’s implementation of CALEA's
capability requirements, Thtsnmgmme&mmisdm;heumﬁtytomlve disputes
owrMmMﬂmmampwmmrm&nmwwswm
the Commission promulgates. Until the cutrent uncertainty surrounding J-STD-025 has been

s Suspension of dovelepment woric. however, will»tt&u&emﬂud&«m
manufscrurers and the FRL As the telocommunications induey has indicstad in 8 recont letier to the ATOMSy
Ceneral. manufactusers are comemitted to continsing that exsrcise. Ser lonter from Musers, Mant Flanigan (President,
HALJwM(WMMMMLMMMUMM

Teisphone Associstion) and Thomes Whesier (President, Cellular Telecommunications induszy Associstion) to the
Honorable Janet Reno (March 20, 1998) attached a3 Appendix 1.

6 See foomets 9, infra.
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resolved, manufacturers should not be required to devote engineecing resources developing and
implementing s standard that may e radically modified in the next few months.’

Beeause any modification in J-STD-025 could require complex changesin a
manufacturer’s individual CALEA solution, proceeding in the face of the current challenges to0 J-
STD-025 womdwmmmwm valuable enginsering resousves, sacrificing other
mﬁt.mm.ﬁmwmw&mmofm;wmsm 5
versions of its CALEA schstion.’ This clearly would not serve the public interest Even before
the pending petitions, manufgcturers were concernad about the inherent uncerminty in working
10 comply with a standard that the FBI had repeatedly said it would challenge. As a result, many
manufacrurers have been caurlous about procesding past featurs spesification development imo
actual implementation.

If a schedule for transition tc the revised standard is not provided by the Commission and

 manufacrurers are required to continue to develop CALEA solutions during the pending
rulemaking, the various manufasturers’ CALEA solutions will risk being incompatible with each
other, System incompatibility is an enormous risk for service praviders, masufacturers and the

?

Indosd, the Atomey Gesarai suggessed a3 much in her recent testimony before the Houss
Appropristions Subcommittes for Commeres, Justice, State and the Judiciary. in hertestimony, the Anorney
Ganaral stated that, in har epinien, initissios of this rulemaking would postpons the compliance dats by at lesst 24

months ~ for a2 isast six mosaths during the pundency of the Commission’s review and for at least an sdditionsl 13
months sfter the Commissian isaues its final desisien to allow ndustry 10 build snd instail the equipment necsasary
to comply with the Commission’s determination. Snrm«mmmmmnm

?:’n‘bpnmons Subcommiittee for Commeree, State, Justice, the Judiciaty and Related Ageacies (February 26,
) |

' m«mmummmummmumuumm

" iosensive. AshCmumamﬂcmMnMMumanM
that has strained the pool for talsuted enginsers. in addition. thare are seversi other pressing technical issues = such
8 Year 2000 (“YZK™) complianes — manmnmwmmummmwmhwm;mv
manner and compete for thess scasce resowess.
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government. As the Commission is av;are. local exchange, cellular and personal
communications service (“PCS"™) providers’ networks frequamly intermix various
manufacturers’ telephone network elements. Thus, standards-based, compatible solutions are
eritical to ensure that such devices are fully:iuteroperable.” Failure o ensure mmiform
ehgineering solutions will increase the risk of system unreliahiiity, customer dissatisfaction and
frustrated wiretsp service. Rushing to cobble tngether disparate engineering solutions to aveid
enforcement actions is sure to injure averyone. o

Thus, the Commission should provide manufacturers with immediate guidance so that
they will not have 1o make easentially inrevocable enginesring choices uatil the Commission
resolves whcthwtbosnndnrdwiﬂ-xpud.‘mmorm:hm.

{IL. The Commission Shouid Establish, at the Beginning of 1ts Rulemsking, A
Reusoashie Complinnce Schedule of at Lesst 24 Mouths from the Date of the
Commission’s Finsl Decision for industry to Butld and Deploy the Equipment aad
Software Necessary to Implement that Decision

Under sectian 107(b) of CALEA, the Commission is required to “provide a reasonable
time and conditions for compliance with and transition to any new standard.”'® As the

’ This éast was recognized by Congress ia crafting CALEA o provide that industry (254 not
govermnment) decide whet data is 1o be provided (o lsw enforvemesnt. Thus, the statuts is designed to perutit indusary,
not law enforcement t0 promulgaie safe harbor standurds for CALEA capability. The law aiso clearly provides that
caly such “call identifying information” that masufscuzrers had themesives eaginsered inio their devices must be
provided ¢o (aw enforcmment, and oaly if that data is reasonably available 10 be exaseted.

10 Sestion 107(b) aliows “a Government agency or any other person” thet believes that an indusry
standard ic defisient to

“petition the Commission to establish, by tule, techaical requirements or stancasds thas -
(1) mast the sssiscance capability requirements of sestion (03 by eost affective mathods:
(2) protect the privacy and sscurity of communicstions not suthorizad to be intercepted:
(3) minimize tha cogt of such compliance oa

residensial rampayers:
(4) serve ths policy of the United States to encoursgs the provision of ssw wehnologies and sesvices 1 the

public; and
(Continuad ...)
-7
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Commission is awsre, software development efforts for digital telephony enhancements require
approximately 24 months of re:earch and development time for manufacnrers. Ln addition,
manufacturers (working with their carrier customers) require several more months '
(approximately 6-12) to modifi- their equipment facilities and services to accept the new features
and to test the implementation.'' In the present situatian, where Law Enforcsmant has axpressed
an inability to provide any sort of test bed or other facility against which manufacturers might
test proposed sohstions, the precess could easily take longer. '

() provide s ressonsbia tirr.s and conditions for compliance with and transition to any new standard,
including dafining the oblipations of telecommunications carriers under section 103 during any wansition

pariod.
CALEA, & 107(b); 47 U.S.C. § 1006(b).

In eonszidering whiit constinnes “a reasonsble tims” for complinnce, the Commission shauid
examine the other factars set forth in section 107(b). For exampie, if pressed to acceierse their daveiopment and
implementation schadule o less thas two yeuwrs, manufacniers would nat be abis to mest the assistance capabdility
requirements by the most cost-effective methods. 13 required by Seetion 107(0)(1).

Simiiarly, any inceatad costs suffered by manufacturery in sgempeing to satisfy the
Commission's flaal determinarion is: less than two years would inevitsbly be passed to earriars who (depending on
whethsr they were reitnbursed by the govesnment) would be forestd to pass the costs ajong to the ratspayers—a

result dirsctly conmary to the gosi of minimizing the costs of compiliance on residential ratspayers sat forth in
Seetion 107(6X2).

Finaily, forcing induswry w sesome CALEA compliant in under two years would not serve “the
policy of the United States to encourage the provision of new techmologies and services o the publis,” as snormous
umounts of time and engincering m.ixpower otherwise smployed in the pravision of suck desirable technologies
the public would have 1o be dedieat od 10 satisfying the Commission's final determination.

" Ses Testimonay of Matthew J. Flanigan (President, TIA) before the House Judiciary Subcommitiee
on Crime (Octobar 23, 1997) anached as Appendix 2. See alto TIA Comments and Reply Comments in the

Commiseion's recont rulamuking. 11 the Maner of Communications Assistance for Law Enforcement Act, CC
Doeket No. 97-213, FCC 97-336.

Similarly, in the implementation piaad it submintad tv Congreas oa March 3, 1997, the FBY
acknowledged that standard indussy practios requires st ieast six maonthe of system engineering followed by an
additional 12 months of euginesrin g development before new festures can even begin to be reicased 1o carriers

:m"";"lgc;,)""w Assisance for Law Enforcement Act (CALEA) impiementation Pian, FBL 2122 & 23

2 Despite industry’s repested requests for such information, the FB1 still has not idestified the third-
puvvcndorwhahtqhiubeﬂhcﬁoa“hu"mdwmm:eommwhauﬂﬁhhm

(Continued ...)
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" Obviously, because manufscturers have already begun work toward implementing J-
STD-025, depending on the extent to which En Commission iesves J-STD-028 unmodified,
indusery would ot require the ardinary 30-36 months to develop and insuall software and
equipment congistant with the FCC's final determination. However, as the Cammission is well
aware from its recent Notice of Proposed Rulemaking,'? beeause of regrenable delays in the
industry standards process (because of the on-going disputes over CALEA requirements) and the
 publication of the FBI's final capacity notice (well beyond the date Congress had anticipated), 3 ,
..gﬁauégomﬁngggwgqng.: Indeed, even the Depantment
of Justice has recognized that an extension will be necessary, given manufacturers’ current
anticipated deployment schedules. '* .

Accordingly, the Commission should establish 3 reasonable compliance period of at least

24 months for industry to develop and install the software and equipment necessary to implement
the Commission's final decision, irrespective of what that determination might be. This
compliance periad is consistent with normal industry practice as well as the Attarney General's

: recent testimony before the House Appropriations Subcommities for Commaerce, State, Justice

Eﬁn!g&ngg)g?ru Enforeement Act, Notice of Proposed
Rulemaking, CC Deekst No. §7.213, FCT 97.356 (reisased Oct. 10, 1997).

Sen. &. Engno!-_lgngn[ the Commission's recant Notice
iv

;grggg ggnﬂ.g
Enforcsment Act (CALEA) Implementarion Repore, at >¥a==x (Iapuary 26,
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and the Judicisry, where she estimated that industry would require at least 18 months to build the
equipment and séﬁwm pecessary to conform with the Commission's final decision.'®

TIA therefore respectfully suggests that allowing industry two years 10 achieve capability
compliance after the promuigation of the new stundard is 2 reasonable schedule. By promptly
announcing that the October 25, 1998 compliance date has been tolled and that industry will be
provided with at least 24 months to comply with any final decision it may reach, the Commission
would permit both itseif and industry to focus tesources an expeditious resolution of the current
petitions, rather than the hundreds (if not thousands) of separate petitions for extension of the
compliance date (under section 107(c)) which indusy is already preparing.

Finally, the Commission's excemsion should address the numerous industries (e,
paging) for which neither capability nor capacity requirements have been established. Both J-
STD-025 and the FBI's recently released Final Capacity Notice only address wireline, cellular
and PCS providers.!” Indeed, senicr officials of both the Deparmment of Justice gnd the FBI have
recognized that, because of resource constaints, the FBI has not focused on other industries and
that compliance for such industrics will have to be postponad until after compliance for the
wireline, cellular and PCS industries has been resolved. As 3 result, the Commission should

16 Ses Tamimony of the Anomey Genersi before the House Appropriations Subcommites for
Commercs, State, Justice, the judiciary and Reistad Agencies (February 26, 1998).

17 Ses mplemenation of Section 106 of the Communications Assisiance for Law Enforcament Act,
FBIL, 83 Fed. Rog. 12218, 12230 (Mareh 12, 1998) (“this Final Netiss of Capecity should be viewed as the first
phase applicsble to 1elacommunications casviers offoring services that are of most immaexdiste concern to law
enforcement ~ that la, thoss iesommunisntions sarriens offering local exchange services and cenain commereial
mobile radio services, specifically cailular service and personal comunusications service.™); Joint Petition for an
Expeditod Rulcmisking by the Dapsrtment of Juctios and Fedaral Buresu of Investigstion.$ 3 (filed March 27, 199!)
(indicating that J- smzsmlyamMuwMMceMudmeml
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ensure that the new compliance schedule extends to manufacturers of all telecommunications

equipment, not just those explicitly covered by J-STD-025.

IV. The Commission Should Establish an Expedited Schedule for Addressing the
Complicated Technical and Legsl Issues Rajsed by Thess Petitions

All parries involved in this dispute would prefer as expeditious of a determination as
possible from the Commiseian. Accordingly, TIA agrees with the Deparment of Justice’s
requast that the rulemnaking be placed on public aotice as soon as possible.

As mentioned above, TIA urges the Commission to announce at the beginning of its
rulemaking that: 1) compliance with CALEA is suspended during the pendency of the proposed
rulemaking, and 2) that industry will be provided at least 24 months from the Commission’s final
determination to design, develop and install the software and equipment necessary to implement
the Commission’s decision. TIA also requests that the Commission announce a comment period
similar to that adopted by the Commission in its previous Notice of Propesed Rulemaking -- with
an injtial 30 day comument period and a subsequent 30 days for reply comments.

As the Commission is well aware, these petitions concemn complicated technical jssues
that are not always easily conveyed in writing. Thus, TIA’s members are willing to make their

engincers availsble to the Commission staff in any additional forum that the Commission might

desire,

V. Shouid the Commission Determine that J-STD-02S is Deficient, It Should Remand
any Technicsel Standardizstion Work to TR-45.2

In the event that the Commission determines that J-STD-025 must be modified, TIA

suggests that the Commission remand any technical standardization work to the subcomminee
-11- :
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that originally created the standard - TR-45.2. Delegation o0 TR-45.2 would permit the
Commission to focus on the legal question of whsther cerain features must be added or removed
from J.STD-025 and avoid expending resousces creating technical specifications for any such
modifications. Delegation to TR-45.2 would also allow that subcommirtee to easure that any
modifications are harmonious with existng industry protocols as well as ths new Lawfully
Authorized Electronic Sufveillanc: ("LAES™) protacol, created by J-STD-025 specifically to
implement CALEA. .' ”

On remand, the Commission should provide both: 1) detailed guidance of any
modifications it bas decided must be made in J-STD-025 and 2) & reasonabie deadline for the
subcommittee to compiete its work (with an appropriate adjustment of the compliance date),
The Commission conld aiso consider assigning a staff member 1o pardcipare in the proceedings.
Depending on the number and technical complexity of any madifications, TIA would suggest a
one year deadline for the subcommirtee to publish any modifications,'® with industry required to
comply with the modified standard within 24 months.

Y.  Conclusion

TIA is proug of the hard work and good faith efforts made by the members of
subcommittee TR-45.2 and Committee T-1 in establishing J-STD-025. The members of these
bodies represent some of the finest system and design engineers in the world. For more than two
years they worked clossly with law enforcement 1o develop & standard that achieved

s A ane-year deadline is consistent with the schedule sdopted for the current Enhanced Susveillance
Services standards project. This project, which was initiated in Janusry, is scheduied to go w ballot by January
1999, with 2 final publicazion dats in April 1999.

-12-
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Congressional intent and provided a carefidl balance between society’s interest in preserving
individual privacy, technological innovation and {aw enforcement's ability to execure coun-
authorized wiretaps.

TIA looks forward to the Commission's resolution of any remasining uncertainties
surrounding this standard. Accordingly, TIA usges the Commission to immediately iniriate this
rulemaking, and to:

I suspend izunedistely enforcement of CALEA until the promulgation of
the Commission's final determination of this disputs;

2. esublish, 3t the beginning of its rulemaking, a reasonable scompliance
schedule of at least 24 months for industy o develop and install the
saftware and equipmuent necessary to impiement the Commission’s final

3. eumablish an expedited schedule for addreasing the complicated technical
and legal issues rrised by these petitions; and

4. should the Commission determine that J-STD-02S is deficient, remand any
techmicsl standardization work to TR-45.2,
Raspectully submitted,

Telscommunications 2xdustry Aasociation

Stewart A. Baker Grant Seiffert,
Thomas M. Batbe Direstor of Government Relations
James M. Talene Matthew J. Flanigan
L. Benjamin Ederington President
Steptoe & Johason LLP 1201 Peansyivania Avenus, N.W.
1330 Cannecticut Aveane, N.W. Suie 318
Washington, D.C. 20036 Washington, DC 20004
(202) 429-3000 (202) 383-1483
Counsel for TIA
April 2, 1997
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